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Important User Information

Solid-state equipment has operational characteristics differing from those of electromechanical equipment. Safety
Guidelines for the Application, Installation and Maintenance of Solid State Controls (publication SGI-1.1 available from
your local Rockwell Automation sales office or online at http://www.rockwellautomation.com/literature/) describes some
important differences between solid-state equipment and hard-wired electromechanical devices. Because of this difference,
and also because of the wide variety of uses for solid-state equipment, all persons responsible for applying this equipment
must satisfy themselves that each intended application of this equipment is acceptable.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the
use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.
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IMPORTANT Identifies information that is critical for successful application and understanding of the product.
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Summary of Changes

This manual contains new and updated information. Changes throughout this
revision are marked by change bars, as shown to the right of this paragraph.

New and Updated This table contains the changes made to this revision.
Information Topic Page
Revised Studio 5000° Environment description. 7

Removed the chapter titled ‘Troubleshoot a Linear or DLR Network' See
Troubleshoot EtherNet/IP Networks Application Techniques, publication ENET-
AT003-EN-P, for comprehensive EtherNet/IP troubleshooting information.

Removed catalog-number specific information.

Updated the History of Changes. 81
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Summary of Changes

Notes:
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Preface

This manual describes how to install, configure, and maintain linear and device-
level ring (DLR) networks that use Rockwell Automation EtherNet/IP devices
with embedded switch technology.

Studio 5000 Environment The Studio 5000 Automation Engineering & Design Environment™ combines
engineering and design elements into a common environment. The first element
is the Studio 5000 Logix Designer™ application. The Logix Designer application
is the rebranding of RSLogix™ 5000 software and will continue to be the product
to program Logix5000™ controllers for discrete, process, batch, motion, safety,
and drive-based solutions.

Rockwell Software

Studio 5000

Rockwell
@ Allen-Bradiey - Rockwen sorware  AAUITOMation

Copyright © 2014 Rockwel Automation Technologies, Inc.
Al Rights Reserved. This program is protected by U.S. and Intemational copyright laws

The Studio 5000 environment is the foundation for the future of Rockwell
Automation® engineering design tools and capabilities. The Studio 5000
environment is the one place for design engineers to develop all of the elements of
their control system.

IMPORTANT  Where appropriate, the software screens shown throughout this publication
reflect the use of the Studio 5000 Logix Designer application.
However, you can continue to use RSLogix 5000 software in DLR applications.

For more information on the Rockwell Automation software applications that
you can use in a DLR application, see Configure Supervisor Nodes on a
DLR Network on page 30.
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Preface

Additional Resources These documents contain additional information concerning related products
from Rockwell Automation.
Resource Description
EtherNet/IP Communication Modules installation Provides information about how to complete these tasks with EtherNet/IP communication modules in a Logix5000
Instructions, publication ENET-IN002 control system:

+ Install the module
« Configure initial application setup
« Troubleshoot application anomalies related to EtherNet/IP communication module use

EtherNet/IP Embedded Switch Technology Application Provides details about how to install, configure, and maintain linear and Device-level Ring (DLR) networks by using
Guide, publication ENET-AP005 Rockwell Automation EtherNet/IP devices equipped with embedded switch technology.

Embedded Switch Technology Reference Architectures This publication provides design recommendations for connecting device-level topologies to larger, switch networks
Reference Manual, publication ENET-RM003 comprised of Layer 2 access switches

Ethernet Design Considerations Reference Manual, Provides explanation of the following Ethernet concepts:

publication ENET-RM002 «+ Overview

Network layout and components
Network infrastructure devices
Network infrastructure features

Protocol
EtherNet/IP Network Configuration User Manual, This publication describes how you can use EtherNet/IP communication modules with your Logix5000 controller and
publication ENET-UM0O1 communicate with various devices on the Ethernet network.
EtherNet/IP Secure Communication Module User Manual, | Provides information on setting up authentication, encryption, and firewalls, typical architectures, and diagnostics for
publication ENET-UM003 modules equipped with secure communication functionality.
EtherNet/IP Media Planning and Installation Manual Provides details about how to use the required media components and how to plan for, install, verify, troubleshoot, and
(available from ODVA, the Open DeviceNet Vendor certify your EtherNet/IP network.

Association, at http://www.odva.org)

Integrated Motion on the EtherNet/IP Network Reference | Reference descriptions of the AXIS_CIP_DRIVE attributes and the Studio 5000 Logix Designer application Control
Manual, publication MOTION-RM003 Modes and Methods

Integrated Architecture and CIP Sync Configuration Provides information on CIP Sync and the IEEE 1588-2008 Precision Time Protocol.
Application Technique, publication |A-AT003

Troubleshoot EtherNet/IP Networks Application Technique, | Provides troubleshooting techniques for Integrated Architecture products on EtherNet/IP networks.
publication ENET-AT003

Industrial Automation Wiring and Grounding Guidelines, Provides general quidelines for installing a Rockwell Automation industrial system.
publication 1770-4.1

Network Technology Web page Provides information on reference architectures and white papers on networking.

Product Certifications website, http://www.ab.com Provides declarations of conformity, certificates, and other certification details.

You can view or download publications at

http://www.rockwellautomation.com/literature/. To order paper copies of

technical documentation, contact your local Allen-Bradley distributor or
Rockwell Automation sales representative.
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Topology

The traditional EtherNet/IP network topology has been a star, where end devices
are connected and communicate with each other via a switch. The diagram below

shows an EtherNet/IP star configuration.

Figure 1- Example EtherNet/IP Star Topology

The EtherNet/IP embedded switch technology offers alternative network
topologies for interconnecting EtherNet/IP devices by embedding switches into

the end devices.
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Chapter1  EtherNet/IP Embedded Switch Technology Overview

Eth erNet/ IP Embedded Embedded switch technology is designed to enable end devices to form linear
Switch Technolo gy and ring network topologies.

IMPORTANT Products with EtherNet/IP embedded switch technology have two ports to
connect to a linear or DLR network in a single subnet.

You cannot use these ports as two Network Interface Cards (NICs)
connected to two different subnets.

Linear Network

A linear network is a collection of devices that are daisy-chained together. The
EtherNet/IP embedded switch technology lets you implement this topology at
the device level. No additional switches are required.

Figure 2 - Example Linear Network

B

The following are advantages of a linear network.
o Simple installation
o Reduced wiring and installation costs
e No special software configuration required

o Improved CIP Sync application performance on linear networks

The primary disadvantage of a linear network is that any break of the cable
disconnects all devices downstream from the break from the rest of the network.
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EtherNet/IP Embedded Switch Technology Overview  Chapter 1

Device-level Ring (DLR) Network

A DLR network is a single-fault tolerant ring network intended for the
interconnection of automation devices. This topology is also implemented at the
device level. No additional switches are required.

Figure 3 - Example DLR Network

)
#C)

I ji

The following are advantages of the DLR network:
e Simple installation
e Resilience to a single point of failure on the network

o Fast recovery time when a single fault occurs on the network

The primary disadvantage of the DLR topology is the additional effort required

to set up and use the network as compared to a linear or star network.

Check your device specifications to determine whether the device supports the
DLR network and whether the device can act as a supervisor.

Features Common to g}ifica.ﬂy, Eroducts Evith el.nbedded szitj:h tc;fhﬂology ;ave tl:?e ) e
Products with Embedded ollowing features. Exceptions can exist in which a product that has embedde
Switch Technol switch technology does not support all of the following features:
WItCh lecnnology
e Support for the management of network traffic to ensure timely delivery of
critical data, that is, QoS and IGMP protocols, are supported

o Product design that meets the ODVA specification for EtherNet/IP
Because of this design, third-party products can be designed, according to
the ODVA specification, to operate on a DLR or linear network. For more

information on the ODVA specification, use the following link:

http://www.odva.org/

Rockwell Automation Publication ENET-APOOSF-EN-P - October 2014 n


http://www.odva.org/

Chapter 1

EtherNet/IP Embedded Switch Technology Overview

12

o For DLR networks, ring recovery time is less than 3 ms for a 50 node

network. For more information about recovery time, see Appendix B,

Network Recovery Performance on page 79.

IEEE 1588 transparent clock for Integrated Motion over the EtherNet/IP
network and CIP Sync applications

CIP Sync technology can be used in Logix control systems to synchronize
clocks across a system operating on the EtherNet/IP network. This
technology supports highly distributed applications that require such
functions as timestamping, sequence of events recording, distributed
motion control, and increased control coordination.

For example, with CIP Sync technology, a single ControlLogix® controller
can establish a master time and then, by using ControlLogix Ethernet
modules, propagate that time to all necessary devices on the network.

For more information on how to use CIP Sync technology, see the
Integrated Architecture and CIP Sync Configuration Application
Solution, publication IA-AP003.

Two ports to connect to linear or DLR networks in a single subnet

You cannot use these ports as two network interface cards (NICs)
connected to two different subnets.

Cut Through Forwarding that limits communication latency as it passes

through the embedded switch

Rockwell Automation Publication ENET-APOOSF-EN-P - October 2014
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e Broadcast rate limiting for DLR devices when the broadcast traffic is
excessive

This feature prevents end devices from becoming overwhelmed by
network noise.

o Filtering of incoming unicast and multicast frames to the DLR device

This feature prevents data that is not directed to the end device, but is
passing through the embedded switch, from being processed by the device.

e Support for Auto-Negotiation device port configuration

When you enable the Auto-Negotiation feature, device ports determine
the optimal speed and duplex settings for network communication.

You can use this feature on one or both of the device ports.
e Support for the Auto-MDIX feature
The Auto-MDIX feature detects and, if necessary, corrects crossover or

straight-through cabling between devices. The Auto-MDIX feature makes
installation easier.

IMPORTANT  Some devices with embedded switch technology also support
EtherNet/IP QuickConnect functionality.

If a device is used in an EtherNet/IP QuickConnect environment, you
can disable the Auto-Negotiate and Auto-MDIX features to obtain the
fastest connection speeds possible.

For more information on EtherNet/IP QuickConnect functionality, see

the EtherNet/IP QuickConnect Application Technique, publication
ENET-ATO001.
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DLR Network Elements

14

A DLR network is made up of the following devices:
o Supervisor Node
- Active Supervisor Node

- Back-up Supervisor Node (optional)
e RingNode

These device types are described in the following sections. The following
graphics show devices connected to a DLR network with copper connections
(maximum of 100 m), fiber-optic connections (maximum of 2 km), or a mix
of media.

Figure 4 - Example DLR Network with Copper Connections

Active Supervisor Node Back-up Supervisor Node

)
S

W

Ring Node

N\,

Ring Node Ring Node Ring Node

Figure 5 - Example DLR Network with Fiber-optic Connections

Active Supervisor Node Back-up Supervisor Node

Ring Node Ring Node Ring Node
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Figure 6 - Example DLR Network with Mixed-media Connections

Active Supervisor Node Back-up Supervisor Node

Ring Nod:r \jing Node

Ring Node Ring Node Ring Node

Copper cable

Fiber-optic cable

Supervisor Node

A DLR network requires at least one node to be configured as ring supervisor.

IMPORTANT Out of the box, the supervisor-capable devices have their supervisor
function disabled so they are ready to participate in either a linear/star
network topology, or as a ring node on an existing DLR network.

Ina DLR network, you must configure at least one of the supervisor-
capable devices as the ring supervisor before physically closing the ring. If
not, the DLR network does not work.

You can use the DIP switches on a 1783-ETAP tap so the tap functions as a
supervisor at power-up. For more information on how to use the 1783-ETAP
DIP switches, see Use DIP Switches on page 56.
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Active Ring Supervisor

When multiple nodes are enabled as supervisor, the node with the numerically
highest precedence value becomes the active ring supervisor; the other nodes
automatically become back-up supervisors.

The ring supervisor provides the following primary functions:
o Verifies the integrity of the ring
e Reconfigures the ring to recover from a single fault

o Collects diagnostic information for the ring
Back-up Supervisor Node

At any point in time, there is one active supervisor on a DLR network. We
recommend that you can configure at least one other supervisor-capable node to
act as a back-up supervisor.

During normal operation, a back-up supervisor behaves like a ring node. If the
active supervisor node operation is interrupted, for example, it experiences a
power-cycle, the back-up supervisor with the next numerically highest
precedence value becomes the active supervisor.

If multiple supervisors are configured with the same precedence value (the
factory default value for all supervisor-capable devices is 0), the node with the
numerically highest MAC address becomes the active supervisor.

IMPORTANT While a back-up supervisor is not required on a DLR network, we
recommend that you configure at least one back up ring supervisor for your
ring network.
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We recommend the following when configuring your Supervisor nodes:
o Configure at least one back-up supervisor node.

o Configure your desired active ring supervisor with a numerically higher
precedence value as compared to the back-up supervisors.

o Keep track of your network’s supervisor-precedence values for all
supervisor-enabled nodes.

For more information about how to configure a supervisor, see Chapter 2,
Construct and Configure a Device-level Ring Network on page 29.

Ring Node

A ring node is any node that operates on the network to process data that is
transmitted over the network or to pass on the data to the next node on the
network. When a fault occurs on the DLR network, these reconfigure themselves
and relearn the network topology. Additionally, ring nodes can report fault
locations to the active ring supervisor.

IMPORTANT Do not connect non-DLR devices directly to the network. Non-DLR
devices must be connected to the network through 1783-ETAP,
1783-ETAP1F, or 1783ETAP2F taps.

Rockwell Automation Publication ENET-APOOSF-EN-P - October 2014 17
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DLR Network Operation

18

During normal network operation, an active ring supervisor uses beacon, and
other DLR protocol frames to monitor the health of the network. Back-up
supervisor nodes and ring nodes monitor the beacon frames to track ring
transitions between Normal, that is, all links are working, and Faulted, that is, the
ring is broken in at least one place, states.

You can configure the following beacon-related parameters:

e Beacon interval - Frequency the active ring supervisor uses when
transmitting a beacon frame through both of its ring ports.

¢ Beacon timeout - Amount of time that supervisor or ring nodes wait
before timing out the reception of beacon frames and taking appropriate
action.

These parameters impact network recovery performance. For information on
recovery performance times, see page 79. For information on how to set these
parameters, see Chapter 2, Construct and Configure a Device-level

Ring Network on page 29.

During normal operation, one of the active supervisor node’s network ports is
blocked for DLR protocol frames. However, the active supervisor node continues
to send beacon frames out of both network ports to monitor network health.
The graphic below shows the use of beacon frames sent from the active ring
supervisor.

Figure 7 - Normal DLR Network Operation

Active Ring Supervisor

Blocked Port

Beacon Frame Beacon Frame

B I e e
D — D —
Control Traffic Control Traffic

©)

500
=

Ring Node 1 Ring Node 2 Ring Node 3 Ring Node 4

A second category of ring nodes, known as announce frame ring nodes, can be
designed to participate in a DLR network. The active supervisor sends announce
frames out one of its ports once per second or on detection of a ring fault. DLR
networks with announce frame ring nodes have slightly longer recovery times
than beacon frame nodes.
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Number of Nodeson a
DLR Network

DLR Network Fault
Management

We recommend that you use no more than 50 nodes on a single DLR or linear
network. If your application requires more than 50 nodes, we recommend that
you segment the nodes into separate, but linked, DLR networks.

The following advantages exist with smaller networks:
o Better management of traffic on the network.
o Networks are easier to maintain.

o Lower likelihood of multiple faults.

Additionally, on a DLR network with more than 50 nodes, network recovery
times from faults are higher than those listed in Appendix B, Network Recovery
Performance on page 79.

Your network can occasionally experience faults that prevent the normal
transmission of data between nodes. Your DLR network can protect your
application from interruptions resulting from a single fault.

To maintain the resiliency of your ring, configure your application so that it
monitors the health of the ring itself, as the ring can be faulted while all higher-
level network functions, such as I/O connections, are operating normally.

You can obtain fault location information from the active supervisor. For more
information on how to obtain fault location information, see Chapter 3, Monitor
a DLR Network on page 41.

After a fault occurs, the active supervisor reconfigures the network to continue
sending data on the network.
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The following graphic shows the network configuration after a failure occurs,
with the active ring supervisor passing traffic through both of its ports, thus,
maintaining communication on the network.

Figure 8 - Network Reconfiguration After Fault
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Using COntro"_ogix Enhanced You Tan use C}Jlontro-lL;gix Enh-anc}(:d Rcdunda?cy in corllljllllr-lc}tlion \i\;itbh-lt.hc DLR
Redundancy System withthe topologyasshown in Figure 9 in the context of an overall high-availability

architecture.
DLR Topology

The following DLR network configuration parameters apply:

o The 1756-EN2TR module in the primary chassis is the DLR network’s
Active Supervisor node.

o The 1756-EN2TR module in the secondary chassis is the DLR network’s
Back-up Supervisor node.

Figure 9 - High-availability Architecture That Includes a ControlLogix Enhanced Redundancy
System Using DLR Topology for Network Resiliency

Primary Server Secondary Server

0

=l t | =

Cisco Switch

Primary Chassis
~« Slot0-1756-EN2T

Secondary Chassis
o Slot 0-1756-EN2T

ControlLogix
Enhanced « Slot 1-1756-L75 « Slot 1-1756-L75
Redundancy + Slot2-1756-EN2TR « Slot2-1756-EN2TR
System (Active Supervisor) (Back-up Supervisor)

+ Slot3-1756-RM2 + Slot3-1756-RM2
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ControlLogix Enhanced Redundancy Crossload, Synchronization,
and Switchover

A ControlLogix Enhanced Redundancy system uses the following functionality:

o Crossloading and synchronization transfer data from the primary
controller to the secondary controller so the secondary controller can
assume control in the event of a switchover.

IMPORTANT  Crossloading and synchronization transfer DLR network configuration
parameters. The active supervisor role is independent of ControlLogix
Redundancy and does not directly follow the primary chassis. That is, it
is possible the active supervisor role does not transfer.

We recommend that you verify that the active supervisor role
transferred in conjunction with an enhanced redundancy system data
transfer from a primary controller to a secondary controller.

o Switchovers swap chassis and controller roles, that is, the primary chassis
and controller become the secondary chassis and controller. The secondary
chassis and controller become the primary chassis and controller.

When the switchover occurs, partnered sets of EtherNet/IP
communication modules swap IP addresses.

Switchovers result in a network break only if the primary chassis is no
longer online. If a break occurs, the DLR supervisor switchover, that is, the

changing of the active supervisor role, takes less than 3 ms.

Keep in mind, the 3 ms time does not represent the time to change the
g
primary and secondary chassis in the enhanced redundancy system.
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Switchover That Does Not Break the DLR Network

If the switchover does not break the DLR network, the following occurs:

o The Active and Back-up supervisor roles remain with the same nodes, that
is, the same physical devices, despite the chassis changing roles from
primary to secondary and secondary to primary.

e The Active and Back-up supervisors swap IP addresses, but the MAC ID
values remain the same. This is a function of Enhanced redundancy.

The swapping of IP addresses does not break the DLR ring and does not

cause Active supervisor status to switch to the Back-up supervisor.

You can programmatically monitor the Active Supervisor node for status, as

described in Retrieve All Ring Diagnostic Information on page 50. In this case,

we recommend the following:

o Write your application code so it switches over to monitoring the Active
Supervisor node at its new IP address.

o Write application code that monitors the Active Supervisor node and
Back-up Supervisor node.

The application code checks the Ring Supervisor status of the Active

Supervisor node and Back-up Supervisor node to determine from which
node to read diagnostic information.
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Before Switchover

Primary Chassis
Slot 2 - 1756-EN2TR

DLR configuration:

» Active Supervisor node

+ IP Address = 192.168.1.3.
IMPORTANT: The IP address
matches the address assigned to

the physical module.

After Switchover

Secondary Chassis

Slot 2-1756-EN2TR
DLR configuration:

» Active Supervisor node

+ IPAddress =192.168.1.4
IMPORTANT: The IP address has
been swapped and is now set to

192.168.1.4.

Figure 10 - Effects of Switchover That Does Not Break the DLR Network

To the rest of the network architecture.

Stratix 8000

Stratix 8000

Primary Chassis
Slot 2 - 1756-EN2TR

DLR configuration:
» Back-up Supervisor node
+ IP Address = 192.168.1.4

Stratix 8000

ra Primary Chassis
= Slot 2- 1756-EN2TR

IMPORTANT: The IP address
matches the address assigned to
the physical module.

Stratix 8000

DLR configuration:
» Back-up Supervisor node

i 5
I

1734-AENTR

1715-AENTR
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Switchover That Breaks the DLR Network at the Active
Supervisor Node

If the switchover breaks the DLR network at the Active Supervisor node, the
following occurs:

o The DLR network ring faults and transitions to a linear network.
o The Back-up Supervisor node becomes the Active Supervisor node.

o Convergence time on the network is less than 3 ms, making the switchover
seamless for the application.

o The partnered pair of EtherNet/IP modules that function as Active and
Back-up Supervisor nodes swap IP addresses.

The new Active Supervisor node uses the same IP address as the previous
Active Supervisor node. This IP address swap is part of the Enhanced
Redundancy system operation.

In this case, the MAC ID values remain the same.
If your application code is monitoring the Active Supervisor node for network
status information, as described in Retrieve All Ring Diagnostic Information on

page 50 continues to read that information from the same network address
despite the fact that the Active Supervisor node is now a different physical node.
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Before Switchover
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IMPORTANT: Note that the break is not a physical
disconnection of the Active Supervisor from the DLR

Figure 11 - Effects of Switchover That Breaks th

e DLR Network at the Active Supervisor Node

IMPORTANT  Note that in this example, the break in the DLR network at the Active
Supervisor node is not a physical disconnection from the network.

To the rest of the network architecture.

Stratix 8000

Stratix 8000

Primary Chassis

5 Primary Chassis

Slot 2-1756-EN2TR

m Slot 2- 1756-EN2TR

DLR configuration:
» Active Supervisor node
+ IPAddress =192.168.1.3.

DLR configuration:
» Back-up Supervisor node

o + P Address =192.168.1.4

After Switchover

network.

Stratix 8000

Stratix 8000

Secondary Chassis

Primary Chassis

Slot 2-1756-EN2TR

Slot 2-1756-EN2TR

DLR configuration - Node no
longer appears on the network.

DLR configuration:
» Active Supervisor node
+ IPAddress =192.168.1.3

!

Rockwell Automation Publication ENET-APOOSF-EN-P - October 2014



EtherNet/IP Embedded Switch Technology Overview  Chapter 1

For more information, see the following Knowledgebase articles:

e #502155, 1756-EN2TR in Redundant ControlLogix Chassis as the DLR

Supervisors

o #532359,1756-EN2TR DLR Active Supervisor IP Address might not get
updated in Redundancy System

You can access the Rockwell Automation Knowledgebase at:

https://rockwellautomation.custhelp.com/app/answers/list.
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Construct and Configure a Device-level
Ring Network

Topic Page

Install Devices on a DLR Network 29

Configure Supervisor Nodes on a DLR Network 30

Complete the Physical Connections of the Network 38

Verify Supervisor Configuration 39
Install Devices on a The first step to configuring a DLR network is to connect all devices to the
DLR Network network. Leave at least one connection unmade, that is, temporarily omit the

physical connection between two nodes on the ring network, because the factory
default settings of DLR devices are set to operate in linear/star mode or as ring
nodes on existing DLR networks.

IMPORTANT If you fully connect your DLR network without a supervisor configured, a
network storm can result, rendering the network unusable until one link is
disconnected and at least one supervisor is enabled.

Figure 12 - Example Device-level Ring Topology with One Connection Left Unmade

0
J

I

O
i

Last physical connection
is not made.

Use the installation instructions for each device to connect it to the network. You
can view or download Rockwell Automation publications at

http:/www.rockwellautomation.com/literature/.
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Configure Supervisor Nodes

on a DLR Network

After you have installed your devices on the DLR network, you must configure at

least one supervisor node. Ring nodes do not require any DLR network
configuration.

Depending on your application configuration, you can use the following to

configure and enable a Supervisor node:

RSLinx® Classic software

Logix Designer application - Required with Logix5000 controllers that use
firmware revision 21.xxx and later

RSLogix 5000 software - Required with Logix5000 controllers that use
firmware revision 20.xxx and earlier

Device specifications, for example, firmware revision, dictate the software

application options to configure a supervisor node, as described in Table 1.

Table 1- Software Applications Used to Enable a Ring Supervisor

Supervisor-capable Device(

Firmware Revision

Software

IMPORTANT: You use only one of the software applications listed with your device.

Logix Designer Application

RSLogix 5000

RSLinx Classic

1756-EN2TR module

2.001

3.xxx or later

1756-EN3TR module

3.xxx or later

1783-ETAP tap

1.001

2 or later?

1783-ETAP1F tap

1783-ETAP2F tap

2w or later?

Version 21.00.00 or later

Version 17.00.01. .. 20.xx.xx

Version 2.55.00 or later

Version 2.56.00 or later

Version 18.xx.xx. .. 20.xx.xx

Version 2.56.00 or later

Version 17.00.01...20.xx.xx

Version 2.55.00 or later

Version 2.56.00 or later

Version 2.56.00 or later

CompactLogix™ 5370 controller

20.xxx

N/A

Version 20.xx.xx

Version 2.59.00 or later

21.xxx or later

Version 21.00.00 or later

N/A

Version 3.51.00 or later

(1) IMPORTANT: The list of products is complete as of the publication date. For the most current list of the Allen-Bradley® products available for DLR or linear network use, contact your local Allen-Bradley

distributor or Rockwell Automation sales representative.

(2) You can use DIP switch 3 on the 1783-ETAP, 1783-ETAP1F or 1783-ETAP2F taps, firmware revision 2.xx.xx or later, to enable the taps as ring supervisors instead of by using the software. For more
information, see Use DIP Switches on page 56.

30

IMPORTANT

RSLinx Classic software.

The examples in this publication use Logix Designer application or

Add-on Profiles

If your application uses RSLogix 5000 software, version 17.00.01, to configure
the active and back-up supervisor nodes, you must download an Add-on Profile

(AOP) to make devices supervisor-capable.
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For more information on what AOP revision your application requires and to

download the AOP, go to: http://support.rockwellautomation.com/
controlflash/LogixProfiler.asp.

Configure a Ring Supervisor in Logix Designer Application

IMPORTANT The following example shows how to configure the 1756-EN2TR module.
Consider the following guidelines before configuring a ring supervisor:

The steps to configure a ring supervisor via software are basically the
same for all supervisor-capable devices with some variations in the
dialog boxes.

You only configure the 1783-ETAP, 1783-ETAP1F, and 1783-ETAP2F taps
in your I/0 Configuration if you plan to enable the tap as a ring
supervisor.

If you do not plan to use the tap as a ring supervisor, we recommend
that you do not add it to your I/0 Configuration.

If you plan to configure a 1783-ETAP, 1783-ETAP1F, or 1783-ETAP2F tap
as a supervisor via software, you must first assign it an IP address.

The tap does not require an IP address if it is used as a ring node or has
its supervisor function enabled by DIP switches.

For more information on how to use a tap’s switch to configure it as a
ring supervisor, see Chapter 4, Additional EtherNet/IP Tap Features on

page 55.

Complete the following steps.

1. Confirm that your controller is in Program mode.

2. Right-click 1756 Backplane and choose New Module.

Controller Organizer

* X

L.[# Controller Tags

145 Tasks
-8 MainTask
¢ @8 MainProgram

=451 Mation Groups
L. Ungrouped Axes
.23 Add-On Instructions
£-£3 Data Types

[ User-Defined
-, Strings

i, Add-On-Defined
21O, Predefined

: [ Module-Defined
(X3 Trends
=45 VO Configuration

=451 Controller New_DLR_project

.3 Controller Fault Handler
+.[ Power-Up Handler

L[ Unscheduled Programs / Phase

Paste

Print

 rbnians 17eE-p10
1011 New Module.s, >
Discover Modules...

Properties Alt+Enter

Crl+V

»
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3. Select the module and click Create.

Catalog | Module Discovery | Favories |

Enfer Search Text for Module Tipe... Clear Filters Hide Filters &
] Madule Type Category Fiters Module Type Vendor Fiters =
[T Analog Alen-Bradley El
Commurication Advanced Micro Controls Inc. (AMCI)
[0 Cortroller Hardy Instruments, Inc.
[ Digtal Molex Incorporated
i < 1 2 m | »
w  (Catalog Number Description Vendor Category o
1756-ENZF Brzd Communication
L — 1756 104100 Mbps Ethemet Bridge, Twisted-Pair Media ~ Allen-Bradley Commun g
< 1756-ENZTR 1756 10/100 Mbps Ethemet Brid; Allen-Bradley Communication
1756 10/100 Mbps Ethemet Bridge. Alen-Bradley
1756-EN3TR. iH " T TWIStEd T len-bradley Communication
1756-ENBT 1756 10/100 Mbps Ethemet Bridge, Twisted-Pair Media ~ Allen-Bradley Communication =
o« i | "
29 of 135 Module Types Found
N\

[] Close on Create

4. Configure the module and the rest of the project.

The following graphic shows an example DLR network
I/O configuration.

BS /O Cenfiguration

-3 1756 Backplane, 1756-410

= [ [0]1756-EN2TR Local EN2TR

535!,5 Ethernet

B 1756-EN2TR Local EN2TR

- [ 1734-AENTR/A Remote_POINT_adapter

-8 Pointl0 3 Slot Chassis

..... [l [0]1734-AENTR/A Rermnote_POINT _adapter

..... [ [111734-042/C POINT output

..... [ (2]1734-IT21/C POINT input_module

=2- ﬂ 1756-EN2TR. Remote_Centrellogix_[0_chassis

-8 1756 Backplane, 1756-A7

----- ﬂ [0]1756-EN2TR Remote_Controllogix_I0_chassis
----- f] [1]1756-0OF6VI Remote_C entrelLogix_AnaOutput
----- B [2]1756-IF6] Remote_ControlLogix_Analnput

----- ﬂ [3]1756-IB16] Remote_ControlLegix_DigInput

----- f] [4]1756-0B161 Remote_Contrellogix_DigOutput
..... B 1783-ETAP ETAP_backup_supervisor

By 2094-EN02D-MO1-51 KE500_drive

..... f0 [1]1756-L72 New_DLR_project

- 8 [211756-EN2T Local ENZT

----- ﬂ [311756-1B16D0 Input_medule

----- Bl [411756-0B16D Output_module

..... 8 [511756-1B161F/A HSC _input

..... fl [6]1756-0B16IEF/A HSC_output

5. Download the project to your Logix controller.

6. Go online with the controller and leave it in Program mode.
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Enable Ring Supervisor in Logix Designer Application

After you have added your 1756-EN2TR module or 1783-ETAP, 1783-ETAP1E,
or 1783-ETAP2F taps to your Logix Designer application project, you must
enable the ring supervisor mode.

IMPORTANT If you are using Logix Designer application to configure your ring supervisor
and monitor diagnostics on your DLR network, you must be online with

your controller.

Complete these steps.

IMPORTANT The steps to enable a ring supervisor are basically the same for both the
1756-EN2TR module or 1783-ETAP, 1783-ETAP1F, or 1783-ETAP2F taps. This
example shows how to do it for the 1756-EN2TR module.

1. With your project online with the controller, double-click a supervisor-
capable device in the I/O configuration tree.

-{51 I/0 Configuration
-3 1756 Backplane, 1756-A10
= Bl [011756-EN2TR Local_ENZTR

s M1756-EN2TR LDcaI_iNZTR
: I SERTR L5 B et

=N OINT_adapter
| @83 Pointl0 3 Slot Chassis
- ﬂ 1756-EM2TR Remote_ControlLogix_I0_chassis
. (-6 1756 Backplane, 1756-A7

Bl 1783-ETAP ETAP_backup_supervisor

L Pl 2094-ENO2D-MO1-51 K6500_drive

The module properties dialog box opens.
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2. On the Network tab, check the Enable Supervisor Mode checkbox.

5. Module Properties: Local:0 (1756-EN2TR 5.3) ol e ==
General | Connection | RSNetWorx | Module Info | Intemet Protocol | Port Corfiguration | Netwerk | Time Sync |
Network Topology: Linear/Star
Network Status: Normal
q%nab\e 9perv\snr Mode &
Reset G «
Ring Fault
Refresh communication.

Configuration takes effect immediately; you do not need to click Apply
or OK.

3. Click the Advanced button.

4. Configure supervisor-related parameters.

IMPORTANT  For Beacon Interval, Beacon Timeout and Ring Protocol VLAN ID, we
recommend that you use the default values.

5. Click Set.

Advanced Network Configuration |

MNetwork Topalogy: Ring

Active Ring Supervisor: 192.168.1.2

Active Supervisor 0
Precedence

Supervisor Mode Enabled

Supervisor Precedence 4
Supervisor Status: Active

Ring Parameters

Beacon Interval: 4 e

Beacon Timeout: 1960 e

Ring Protocol
VLAN ID: o

Close ] [ Help l
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Functionality

Description

Default Setting

Supervisor Precedence

You can configure a supervisor precedence number for each device configured as a ring supervisor. The highest possible
supervisor precedence value is 255.

When multiple nodes are enabled as supervisor, the node with the highest precedence value is assigned as the active ring
supervisor; the other nodes automatically become back-up supervisors.

We recommend the following:
« Configure at least one back-up supervisor node.

+ Setyour desired Active Ring Supervisor with a relatively high supervisor-precedence value compared to the back-up node(s).

+ Keep track of your network’s supervisor-precedence values.

If multiple supervisors are configured with the same precedence value (the factory default value for all supervisor-capable
devices is 0), the node with the numerically highest MAC address becomes the active supervisor.

0

Beacon Interval

Frequency of the active ring supervisor transmitting a beacon frame through both of its Ethernet ports. This parameter is user
configurable for any time between 2005 and 10000011S.

For more information on how this parameter relates to network performance, see page 79.

400 pS

Beacon Timeout

The beacon timeout is amount of time nodes wait before timing out the reception of beacon frames and taking appropriate
action. Supervisors support a range of 40015 to 500000p.LS.

For more information on how this parameter relates to network performance, see page 79.

1960 S

Ring Protocol VLAN ID

Reserved for future use.

Configure and Enable a Ring Supervisor in RSLinx Classic Software

You can configure and enable a ring supervisor for your DLR network through
RSLinx Classic software. This example is for the 1783-ETAP tap.

IMPORTANT Depending on the firmware revision of your product, you must use specific
versions of RSLinx Classic software. For more information, see Table 1 on

page 30.

Complete the following steps.

1. Launch RSLinx Classic software.

2. Browse to the DLR network.

TIP If you do not have the Electronic Data Sheet (EDS) file installed on the
module configured to be the ring supervisor, it appears with a question
mark (?). To obtain and use the EDS file, take one of the following actions:

» Right-click the module and choose to upload the EDS file from

the device.

« Download the EDS file from: http://www.rockwellautomation.com/

resources/eds/.
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3. Right-click the supervisor-capable node’s properties and choose
Module Configuration.

r — I
# RsLinx Classic Gateway - [RSWho - 1] - E—— (=5
&5 File Edit View Communications Station DDE/OPC Security Window Help =] *

5| & 2(8] @i %]

W Aulobrorse

Browsing - node 192.168.1.104 found

=] Workstation, NAUSMAYSH4Q4ML
#5 Linx Gateways, Ethernet
2@ AB_ETHIP-1, Ethernet

(B 192.168.1.104, PanelView Plus 1000, Panel
f 192168.1.2, 1756-EN2TR, 1756-EN2TR/A
] 19216813, 1734-AENTR EtherNet/IP Ada
[ 192168..4, 1756-EN2TR, 1756-EN2TR/B
[l 10216816, 1783-ETAP, 1783-ETAP/A
(-8 AB_VBP-1, 1789-A17/A Virtual Chassis

O 1t 3

For Help, press FL

i 8 § 9§ &8
s g B

1921681104 19216812 19216813 19216814

PanelView-... 1756-EN2T... 1734-AEN... 1736-ENZT.. ) b=
Details
Remove

Driver Diagnestics
Configure Driver

Upload EDS file from device
Security...

Device Properties

odule Statistics.

Module Configuratiop

[ Inum [ (032113 [0300PM @

4. On the Network tab, check the Enable Supervisor Mode checkbox.

5.

Configuration takes affect immediately; you do not need to click Apply

or OK.
Click Advanced.

| Module Properties: Local:0 (1756-EN2TR 5.3)

[E= EE B

rd
General | Connection | RSNetWonx | Module Info [ Intemet Protocal | Port Configuraty

Network Topology: Ring
Network Status Normal
Active Ring Supervisor 192.168.1.2

N
| Netwere | fime Sync

Active Supervisor

3

Reset Counter | &

Supervisor Status:
Ring Fault
Last Active Node on Port 1:

Last Active Node on Port 2:

Verify Fault Location | «

Refresh communication

Status: Running

Help
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6. Configure supervisor-related parameters as needed.

Advanced Network Configuration L - ¥ |
Network Topology: Ring [¥ Enabls IBMP Snooping
Network Status Ring Fauit [~ Enabls IGMP Querier
Active Ring Supervisar: 192168.1.6 Querier Version: Wersion 2
Active Supsrvisar 2 [~ Enable Device Port Debugging Mode
Precedence:
Supsrvisor Mode Enabled
Supervisor Precedence: |3 (0-255)
Supervisor Status Active

Ring Parameters

Beacon Interval:
microseconds) 400 200 - 10000

Beacon Timeout:

1960 .
[microsecands) ’7 (400 - 500000)
Beacon Timeout shouid be o ines of Beacon Interval

Riing Protocal .
i 0 0- 4034)

Fiing Parameters will only take effect when Supervisor Status

is Acitve
Sel S
Close Help

7. Click Set.

IMPORTANT For Beacon Interval, Beacon Timeout and Ring Protocol VLAN ID, we

recommend that you use only the default values.

Functionality

Description

Default Setting

Supervisor Precedence

You can configure a supervisor precedence number for each device configured as a ring supervisor. The highest possible
supervisor precedence value is 255.

When multiple nodes are enabled as supervisor, the node with the highest precedence value is assigned as the active ring
supervisor; the other nodes automatically become back-up supervisors.

We recommend the following:
« (Configure at least one back-up supervisor node.

« Setyour desired Active Ring Supervisor with a relatively high supervisor-precedence value compared to the back-up node(s).

«  Keep track of your network’s supervisor-precedence values.

If multiple supervisors are configured with the same precedence value (the factory default value for all supervisor-capable
devices is 0), the node with the numerically highest MAC address becomes the active supervisor.

0

Beacon Interval

Frequency of the active ring supervisor transmitting a beacon frame through both of its Ethernet ports. This parameter is user
configurable for any time between 20015 and 1000001.LS.

For more information on how this parameter relates to network performance, see page 79.

400 S

Beacon Timeout

The beacon timeout is amount of time nodes wait before timing out the reception of beacon frames and taking appropriate
action. Supervisors support a range of 40015 to 5000001S.

For more information on how this parameter relates to network performance, see page 79.

1960 1S

Ring Protocol VLAN ID

Reserved for future use.

0

Enable IGMP Snooping

For more information on IGMP Snooping, see Chapter 4, Additional EtherNet/IP Tap Features on page 55.

Enabled

Enable IGMP Querier

For more information on IGMP Querier, see Chapter 4, Additional EtherNet/IP Tap Features on page 55.

Disabled

Enable Device Port
Debugging Mode

For more information on Device Port Debugging Mode, see Chapter 4, Additional EtherNet/IP Tap Features on page 55.

Disabled
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Complete the Physical
Connections of the Network

Last physical
connection is made

38

After you configure and enable your ring supervisor nodes, you must complete
the physical connection of your network to establish a complete and fully
functioning DLR network.

The figure below shows an example DLR network with all physical connections
complete.

Figure 13 - Example Device-level Ring Topology with All Connections Complete
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Verify Supervisor
Configuration

You can verify your configuration and overall DLR network status in either Logix
Designer application or RSLinx Classic software.

Complete the following steps.

1. Access the supervisor node’s properties as shown previously in this chapter.

2. Click the Network tab.

3. Check the Network Topology and Network Status fields.

If

there

the Network Topology = Linear/Star

is no supervisor configured for the network.

the Network Topology = Ring

is at least one node configured as a supervisor.

the Network Status = Normal

are no faults on the network.

5| Module Properties: Locak:0 (1756-EN2TR 5.3) fela- ==
duls Info | Intemet Protocol | Port Corfiguration | Network | Tims Sync|
/ : v
Network Topology: Ring Ce—
N Metwork Status: Normal
Active Supervisor 3
Precedence:
Enable Supervisor Mode &
Ring Faults Detected: 0 Reset Counter | &
Supervisor Status: Active
Ring Fault
Last Active Node on Port 1:
Last Active Node on Port 2:
Verify Fault Location | 4
Refresh communication
Status: Running Cancel fop Help

You can also verify the supervisor configuration through the module’s diagnostic
web pages, if available. For more information on monitoring diagnostics via an
EtherNet/IP module’s web pages, see Monitor Diagnostics via MSG Instructions

on page 47.
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Notes:

40 Rockwell Automation Publication ENET-APOOSF-EN-P - October 2014



Chapter 3
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Use this chapter to learn how to monitor your DLR network.

Topic Page

Methods to Monitor a DLR Network M

Monitor Status Pages 42

Monitor Device Web Pages 46

Monitor Diagnostics via MSG Instructions 47
Methods to Monitor a You can retrieve network diagnostic information from the ring supervisor-
DLR Network capable devices by using the following:

o Logix Designer Application Status Pages

o RSLinx Classic Software Status Pages
e Device Web Pages

o Programmatically Through the Use of a MSG Instruction

IMPORTANT  See Troubleshoot EtherNet/IP Networks Application Technique, publication
ENET-AT003, for information about troubleshooting techniques for Integrated
Architecture products on EtherNet/IP networks.

Logix Designer Application Status Pages

Logix Designer application, version 21.00.00 and later, provide status pages to
monitor the network.

RSLinx Classic Software Status Pages

To monitor the network with this method, you must use RSLinx Classic
software, version 2.55.00 or later.
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Monitor Status Pages

42

Device Web Pages

The 1783-ETAP1F and 1783-ETAP2F taps support device web pages
out-of-the-box.

IMPORTANT A 1783-ETAP tap, firmware revision 1.1, does not support device web pages.
You must upgrade the tap’s firmware to revision 2.x or later, to use device
web pages.

Programmatically through the Use of a MSG Instruction

For more information on how to monitor your DLR network via MSG

Instructions, see page 47.

Both Logix Designer application and RSLinx Classic software offer status pages
that you can use to monitor your network’s performance.

Logix Designer Application Status Pages

You can monitor your network’s diagnostic information through the Logix
Designer application when the software is online.

Complete the following steps.
1. Verify that your project is online.
2. Right-click the active supervisor node and choose Properties.
_S /O Configuration

=88 1756 Backplane, 1756-A10

o-#5 Ether 8 New Module...

[ Discover Modules...
-0 13
b f 1 Cut Ctrl+X
[V Copy Ctrl+C
M [1]1756- Paste Ctrl+V
5§ [@2756- Delete Del
&5 Ether
i 311756 Cross Reference Ctrl+E
- 8 [411756-
8 (571756 Launch RSMetWorx

-l [6]1756-
‘ Properties . Alt+Enter ‘ >
s

_
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3. Use the Network tab to monitor diagnostics.

7| Module Properties: Local:0 (L756-EN2TR 5.3) =N R
General | Connection | RSNetWor | Module Info | Intemet Protocol | Port Configuration | Network | Time Sync |
Metwork Topology: Ring
Network Status: Normal
Active Ring Supervisor: 192.168.1.2
Active Supervisor 3
Precedence:
Enable Supervisor Mode &
Ring Faults Detected: 0 Reset Counter | &
Supervisor Status: Active
Ring Fault
Last Active Node on Port 1:
Last Active Node on Port 2:
verify FaultLocation | «
Refresh communication.

RSLinx Classic Software

Complete the following steps.

1. Browse the network.

% RSLinx Classic Gateway
File

Communications 5t

i2| »

2. Browse to the active supervisor node.

3. Right-click the node and choose Module Configuration.

By RSLinx Classic Gateway - [RSWho - 1]

& File Edit View Communications Stetion DDE/OPC Security Window Help

2| %| £18| slle| ¥

W butobrowse | |

Not Browsing

-3 Workstation, NAUSMAYSH4 Q4M1
&g Linx Gateways, Ethernet é &
-5 AB_ETHIP-1, Ethernet 1921681104 [FEEECERN 19216813

[l 192:168.1.104, PanelView Plus 1000, PanclView-F | PanelView-.. JUETEWAGI 1721-AFN

G- ] 19216812, 1756-EN2TR, 1756-EN2TR/A Ll v | Largelcons

g 192.168.1.3, 1734-AENTR EtherNet/IP Adapter, 1

ﬂ 192.168.1.4, 1756-EN2TR, 1756-EN2TR/B

E' 192.168.1.6, 1783-ETAP, 1782-ETAP/A

B9 AB_VBP-1, 1789-A17/A Virtual Chassis

Ll

Details
Remove
Driver Diagnostics

Configure Driver

Upload EDS file from device
Security...

Device Propertic:

Module Statistics

Module Configurtion |\

19216814 19216816
f-EN 83-FTAP/A
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The Module Configuration dialog box appears with multiple tabs. Each
tab displays configuration information. The example graphic shows a ring
fault between nodes at IP addresses 192.168.1.3 and 192.168.1.2.

AB ETHIP-1\192.168.1.2 1756-EN2TR/A Canfiguration E ]

Network Topolagy:
Metwork Status:

Active Supervisor
Precedence

Ring Faults Detected

Supervisar 5

g Fault

Status:  Ring Fault

[v¥ Enable Ring Supervisor

Last Active Node on Port 1

< Last Active Node on Port 2:

inced Port Corﬂigu@

Ring Advanced...

Ring Fault

1 Resst Counter

192.168.1.3
192.168.1.2

Verify Fault Location

Refresh communication

OK Cancel Help

There are multiple fields that you can use to monitor network diagnostics.

Field Definition
Network Topology Possible values here can be Linear or Ring.
Network Status Displays if the network is operating normally (Normal) or has experienced a fault

(Ring Fault), as shown in the example screen above.

Active Ring Supervisor

Displays the IP address or MAC address of the active ring supervisor.

Active Supervisor Precedence

For more information on this field, see Active Ring Supervisor on Active Ring
Supervisor on page 16.

Enable Ring Supervisor

Configurable field that lets you to set the node as a ring supervisor.

Ring Faults Detected Number of faults detected on the network since the last module power cycle or
counter reset.

Supervisor Status Displays whether this node is the active ring supervisor (Active), a back-up supervisor
(Back-up), a ring node, or part of a linear network.

Last Active Node on Port 1 The last node the active ring supervisor can communicate with on Port 1. This value is
an [P address or a MACID and remains latched until the Verify Fault Location button is
clicked.

Last Active Node on Port 2 The last node the active ring supervisor can communicate with on Port 2. This value is
an P address or a MAC ID and remains latched until the Verify Fault Location button is
clicked.

Status Displays whether a fault exists on the ring.
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IMPORTANT

Once a fault is cleared and the network restored to normal
operations, the Network tab displays the following:

« Network Topology field = Ring

«  Network Status field = Normal

« Last Active Node on Port 1= Appropriate IP address

« Last Active Node on Port 2 = Appropriate IP address

The Last Active Node fields display the last fault information even
though it has been corrected.

To clear the last fault information from these fields, click Verify
Fault Location, as shown.

General ] Port Configuration ] Advanced Port Corfiguration  Network

MNetwork Topology: Ring
Network Status: Nomal
Active Ring Supervisor: 192.168.16
Active Supervisor 4

Precedence:

Ring Faults Detected: 2 Beset Courter

Supervisor Status: Active
Ring Fault
Last Active Node on Port 1: 192.168.1.4
Last Active Node on Port 2: 1

Verify Fault LgcatmT

When the dialog box appears that indicates the supervisor is no
longer in fault mode and the fields are cleared, click OK.

ControlLogix Gateway Tool (X" ]

@& Failed to perform required operation.
W Device's object mode does not support performing this service.
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Monitor Device Web Pages Another method to monitor network diagnostic information with supervisor-
capable nodes is to use the module’s diagnostic web pages. This example uses a

1756-EN2TR module.

IMPORTANT A 1783-ETAP tap that uses firmware revision 1.1 does not support

diagnostic web pages. You must upgrade the tap to firmware revision 2.x or
later, to use diagnostic web pages.

Keep in mind, though, that upgrading your 1783-ETAP tap to firmware
revision 1.1 also requires that you upgrade your RSLinx Classic software to
version 2.56.00 or later.

Complete the following steps.

1.

/g Favorites | | Rockwell Automation

Open your web browser and enter your module’s IP address.
Use the links on the left-most navigation bar to see each available web
page. The screen below shows Ring Statistics for a 1756-EN2TR module
that uses IP address 192.168.1.2.
@ Focore! Ao - — A . =
&~ |8 rip/192168.1 2indexhimbieediect= hcmi.z:p) _______ .‘:, \:A H_‘l;‘::;i _ o -]

File Edit View
& Convert ~ [ Select

o Nt e M WA Tl el Er M N Vel N s

et statisies N Ring Stotistics

Networle Ring Fault Location 1 mMac

Natusrk Topology Ring e onPortl  0.0.0.0 000000000000

Natvork Status Normal conPortz  0.0.0.0 000000000000
Active Ring Supervisor

Address 192.188.1.2
Active Addre== 0000bc2265f6

Pracadance 3

Brotocol VLAN 1D o

Seconds Between Refresh: 15 Disable Refrash with 0.
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Monitor Diagnostics via
MSG Instructions

Example Use of
MSG Instruction

You can obtain network diagnostic information programmatically via MSG
instructions in the Logix Designer application. For example, you can execute the
following:

o Request all ring diagnostic information

o Request a ring participant list

o Request the active supervisor information
e Clear rapid ring faults

o Verify a fault location

e Reset a fault counter

o Enable and configure a ring supervisor

o Initiate the Restart_Sign_On service

This information can be displayed on an HMI device or manipulated in your
project code.

The following steps describe how to retrieve diagnostic information.

1. Enter a MSG instruction into your rung of logic.

2. Configure the MSG instruction to retrieve ring diagnostic information
service, as shown in the following screen shots.

IMPORTANT Make sure the tag you create is sized appropriately to hold all of the
data you are reading or writing.

For more information, see page 49.

Message Configuration - MSG_Get_Ring_Diagnostics lé
Configuration™ ‘Commun\caﬂon ITag ‘
Message Type: |C\P Generic -
Service |Custum -| Source Element: ]
Type:
Source Length: 0 2| (Bytes)
Service "
Code: 1 Hex) Class: 47 (Hex) Destination Get_Ring_Diags -
’ Element:
Instance: 1 Attribute: 0 (Hex) New Tag...
) Ensble ) Enable Waiting O Start > Done Done Length: 0
2 Eor Code Edended Emor Code: Timed Out €
Emor Path:
Emor Text:
OK [ Cancel |[ fppy |[ Heb
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active supervisor node.

3. Configure the MSG instruction’s communication path to point to the

Message Configuration - MSG_Get_Ring_Diagnostics 2]
Communication” | Tag
@ Paih: Loca_ENZTR
Local_ENZTR
Broadcast:
Communication Method
3) CIP DH+
CIP With
S e D
[T Connected Cache Connections - Large Connection
) Enable 2 Enable Waiting > Start ) Done Done Length: 0
) Emor Code Extended Eror Code: [] Timed Out &
Eror Path:
Error Texd:
oK | [ camcel [ Aoy ][ hHep
IMPORTANT When you use the Custom Get_Attributes_AIl (01) service, if you
point to an active supervisor node, you retrieve all of the attributes
listed in Retrieve All Ring Diagnostic Information on page 50.
If you point to a non-supervisor node, you retrieve the Network
Topology and Network Status attribute information only.
If you point to backup supervisor node, you can retrieve the current
active supervisor’s IP address.
TIP An EtherNet/IP Device Level Ring Network Diagnostics Faceplate is available

from the Rockwell Automation Sample Code website. The diagnostics
faceplate contains logic code (add-on instruction) that allows a controller to
retrieve real-time DLR network status information, and HMI faceplate graphics
to allow the data to be visualized on an operator interface.
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Chapter 3

Use Specific Values on the Configuration Tab

Use the values on the Configuration tab of your MSG instruction to perform
specific services.

TIP Sample DLR network diagnostic application code, for example, Add-on
Instruction or HMI faceplate graphics, is available on the Rockwell Automation
Sample Code Library.
For more information about the Rockwell Automation Sample Code Library, see:
http://www.rockwellautomation.com/solutions/integratedarchitecture/resources5.html
Request Description Message Service Service Class Instance | Attribute | Source Source Destination Destination
Type Type Code (HEX) (HEX) Element Length Length
(HEX) (Bytes) (bytes)
Retrieve All Information for this CIP Generic | Custom 1 47 1 NA Left blank 0 Tag 50
Ring request is listed in
Diagnostic Retrieve All Ring or
Information | Diagnostic 540
Information on
page 50.
Request Ring | Information for this CIP Generic | Get e 47 1 9 NA NA Tag 10/node
Participant request is listed in Attribute
List"! Request the Ring Single
Participant List on
page 52
Get Active Obtain the IP address | CIP Generic | Get e 47 1 a NA NA Tag 10
Supervisor and MACID of the Attribute
active supervisor on Single
the DLR network
Acknowledge | Request supervisorto | CIP Generic | Custom 4c 47 1 NA NA NA NA
Rapid Ring resume normal
Faults operation after
Condition encountering a rapid
ring fault condition
Verify a Fault | Request supervisorto | CIP Generic | Custom 4b 47 1 NA NA NA NA NA
Location update Last Active
Node values
Reset the Reset the number of | CIP Generic | Set 10 47 1 5 Tag 2 NA NA
Ring Fault ring faults detected Attribute
Counter on the DLR network Single
Enable and Information for this CIP Generic | Set 10 47 1 4 Tag 12 NA NA
Configurea request is listed in Attribute
Ring Enable and Configure Single
Supervisor aRing Supervisor on
page 52.
Restart_Sign | Refreshthesupervisor | CIP Generic | Custom 4d 47 1 NA NA NA NA
_OnService | node’s participants
list

(1) This request works only if there are fewer than 40 nodes on the network. If there are more nodes than fit in a single message, an error is returned.

(2) You can use a Destination Length of 54 bytes if you use firmware revision 3.x or later for the 1756-EN2TR module or firmware revision 2.x or later for the 1783-ETAP, 1783-ETAP1F, or 1783-ETAP2F taps.
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Retrieve All Ring Diagnostic Information
When you perform the Retrieve All Ring Diagnostic Information request on an
active supervisor, the MSG instruction returns the following information.
Destination Needin Access Attribute Name | Data Type Description Possible Values
Tag Implementation Rule
SINT[0] Required Get Network USINT Current network | 0= Linear
Topology topology mode 1=nRing
SINT [1] Required Get Network Status USINT Current status of | 0 = Normal
the network 1=nRing Fault
2 = Unexpected Loop Detected
3 =Partial Network Fault
4 =Rapid Fault/Restore Cycle
SINT[2] Conditional® Get Ring Supervisor | USINT Ring supervisor | 0= Node is functioning as a backup
Status active status flag | 1 = Node is functioning as the active ring supervisor
2= Node is functioning as a normal ring node
3 =Node is operating in a non-DLR topology
4 = Node cannot support the currently operating ring
parameters, that is, Beacon Interval and/or Beacon
Timeout
Conditional® Set Ring Supervisor | Structure of: Ring Supervisor
Config configuration
parameters
SINT 3] Ring Supervisor | BOOL Ring supervisor | 0=Node is configured as a normal ring node (default
Enable enable flag configuration)
1=Node is configured as a ring supervisor
SINT [4] Ring Supervisor | USINT Precedence value | Valid value range =0...255
Precedence ofaring 0= Default value
supervisor(3)
SINT [5-8] Beacon Interval | UDINT Duration of ring | Valid value range = 200 ps...100 ms
beaconinterval | pefault = 400 ps
SINT [9-12] Beacon Timeout | UDINT Duration of ring | Valid value range = 400 ps...500 ms
beacontimeout | pefault value = 1960 pis
SINT [13-14] DLRVLANID UIINT V_aIid IDtousein | Valid value range =0...4094
ring protocol Default value = 0
messages
SINT[15-16] Conditional® Set Ring Faults Count | UINT Number of ring
faults since power
up®)
Conditional® Get Last Active Node | Structure of: Last active node
on Port 1 at the end of the
chain through
port 1 of the
activering
supervisor during
aring fault
SINT [17-20] UDINT Device IP3) Any valid IP address value
address Avalue =0 indicates no IP address has been configured for
the device. The default configuration is no IP address
configured for the device.
SINT [21-26] ARRAY of 6 Device MAC Any valid Ethernet MAC address
USINTs address

50

Rockwell Automation Publication ENET-APOOSF-EN-P - October 2014



Monitor a DLR Network  Chapter 3

Destination
Tag

Need in
Implementation

Access
Rule

Attribute Name

Data Type

Description

Possible Values

SINT [27-30]

SINT[31-36]

Conditional®

Get

Last Active Node
on Port 2

Structure of:

Last active node
at the end of the
chain through
port 2 of the
activering
supervisor during
aring fault

UDINT

Device IP
addresst?)

Any valid IP address value

Avalue = 0indicates no IP address has been configured for
the device. The default configuration is no IP address
configured for the device.

ARRAY of 6
USINTs

Device MAC
addresst

Any valid Ethernet MAC address

SINT [37-38]

Conditional®

Get

Ring Protocol
Participants
Count

UINT

Number of
devicesinthering
protocol
participants list

SINT [39-42]

SINT [43-48]

Required

Get

Active Supervisor
Address

Structure of:

IP and/or
Ethernet MAC
address of the
activering
supervisor

UDINT

Supervisor IP
address

Any valid IP address value

Avalue =0 indicates no IP address has been configured for
the device.

ARRAY of 6
USINTs

Supervisor MAC
address

Any valid Ethernet MAC address

SINT [49]

Conditional®

Get

Active Supervisor
Precedence

USINT

Precedence value
of the active ring
supervisor

SINT 50531

Required

Get

(apability Flags

DWORD

Alerts you that
the device is
capable of
operating as a
supervisor and
beacon-based
ring node.

0x22

(1)  This destination tag is available with the 1756-EN2TR module, firmware revision 3.x or later, or the 1783-ETAP, 1783-ETAP1F, and 1783-ETAP2F taps, firmware revisions 2.x or later, only. If you use the
1783-ETAP tap, firmware revision 1.x, your program does not include this destination tag.

(2) This attribute is implemented only for devices that can function as the ring supervisor.

(3) Logix Designer application can display the value in this field as negative numbers. To better understand the value, we recommend you view it in HEX format.
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Request the Ring Participant List
When you request the Ring Participant List service on your DLR network, the
MSG instruction returns the following information.
Destination Needin Access Attribute Name | Data Type Description Possible Values
Tag Implementation Rule
Conditional” Get Ring Protocol ARRAY of: List of devices
Participants participating in
List!? ring protocol
Structure of:
SINT[0-3] UDINT Device IE) ( Any valid IP address value
address™” Avalue = 0 indicates no IP address has been configured for
the device.
SINT [4-9] ARRAY of 6 Device MAC Any valid Ethernet MAC address
USINTs address),

(1) This attribute is implemented only for devices that can function as the ring supervisor.

(2) This attribute returns an array of the data shown, one entry for each node. The Ring Protocol Participants Count attribute determines the number entries.

(3) This tag displays IP addresses only for ring participants that have been configured with one. For example, you can have a 1783-ETAP tap connected to the network that has not been assigned an IP address.
In that case, no address is shown for the 1783-ETAP tap.

(4) Logix Designer application can display the value in this field as negative numbers. To better understand the value, we recommend you view it in HEX format.

(5)  Unlike destination tag SINT [0-3], where IP addresses are displayed only for ring participants configured with an IP address, this tag displays MAC addresses for all ring participants because every ring
participant has a MAC address.

Enable and Configure a Ring Supervisor

When you perform the Enable and Configure a Ring Supervisor request on a
supervisor-capable device, configure the MSG instruction with the following

information.
Source Tag Need in Access | Attribute Name | Data Type Description Possible Values
Implementation Rule
Conditional” Set Ring Supervisor | Structure of: Ring Supervisor
Config configuration
parameters
SINT [0] Ring Supervisor | BOOL Ring supervisor | 0= Node is configured as a normal ring node (default
Enable enable flag configuration)
1=Node is configured as a ring supervisor
SINT[1] Ring Supervisor | USINT Precedence value | Valid value range =0...255
Precedence ofaring 0 = Default value
supervisor(z)
SINT [2-5] Beacon Interval | UDINT Duration of ring | Valid value range = 200 ps. .. 100000 s
beaconinterval | pefault =400 s
SINT [6-9] Beacon Timeout | UDINT Duration of ring | Valid value range = 400 pis. .. 500000 pis
beacon Default value = 1960 pis
timeout
SINT [10-11] DLRVLAN ID UINT VLANIDtousein | Valid value range =0...4094

ring protocol
messages

Default value =0

(1)  This attribute is implemented only for devices that can function as the ring supervisor.

(2) Logix Designer application can display the value in this field as negative numbers. To better understand the value, we recommend you view it in HEX format.
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Restart_Sign_0On Service

The Sign_On process builds the ring participant list. The process occurs
automatically whenever the ring transitions from Fault mode to Run mode. The
Restart_Sign_On service is a request to start the Sign_On process again.

The following requirements must be met before you can use the
Restart_Sign_On service:

o The ring must be in Normal mode.
e The previous Sign_On process must be complete.

If you attempt to use the Restart_Sign_On service without meeting the
requirements, an error OCCuUrs.

After the Restart_Sign_On service refreshes the ring participant list, you must
issue a Request Ring Participant List service to retrieve the list.

TIP We recommend that you wait at least one second after receiving a response
that the Restart_Sign_On service was successful before issuing a Request Ring
Participant service request.

IMPORTANT  When using the Restart_Sign_0On service, consider the following:
« Typically, you issue a Restart_Sign_0On service request to update the list of
IP addresses for all devices in the ring participant list.
This can be necessary if any ring participant list devices were in the process
of obtaining an IP address when the most recent Sign_0On service request
was completed.

«  Network functionality is not affected if the active supervisor has an
inaccurate list.
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Notes:
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Replace a Tap on the Network 64
Port Buffer Utilization 65

The 1783 EtherNet/IP taps connect devices that do not support embedded
switch technology to a linear or DLR network. For example, 2711P PanelView
Plus terminals connect to a linear or DLR network only through a 1783
EtherNet/IP tap.

Previous sections in this publication describe how to use 1783 EtherNet/IP taps
for general tasks, such as the physical connection to the network and how to

configure the tap to operate on the network. This chapter explains the additional
features of the 1783-ETAP, 1783-ETAP1F, and 1783-ETAP2F EtherNet/IP taps.

IMPORTANT Always use 1783-ETAP, 1783-ETAP1F, and 1783-ETAP2F EtherNet/IP taps to
connect non-DLR devices to a linear or DLR network.

Do not connect non-DLR devices, for example, third-party devices with
multiple EtherNet/IP network ports, directly to the network.
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Use DIP Switches

56

Use the DIP switches on the tap to do the following:

e Specify the method for configuring IP settings, such as the IP address.

o Enable the Ring Supervisor mode with its current parameters.

e Restore the factory default settings.

Refer to this figure to understand DIP switch On and Off positions.

Switch 3

Switch 2

Switch 1

| - @man

¥
¥

A

Use this procedure to set the DIP switches.

1. Move the switches to the desired position, and then cycle power to the tap.

IMPORTANT  The switch settings take effect only at powerup. The tap's behavior is
not modified by switch changes until the tap is power cycled.

Power-up Behavior Switch 1 Switch 2 Switch 3
Internet Uses the IP settings configured by software” | Off off The position of
Protocol or switch 3 does not
settings Uses the default IP address of 169.254.1.1 if affect IP settings.

settings have not been configured by software

Uses the IP settings acquired by a BOOTP server | On Off

Uses the IP settings acquired by a DHCP server | Off On
Ring Enables Ring Supervisor mode with the current | The positions of switches 1 on® @
Supervisor supervisor-related parameters 2 and 2 do not affect Ring
mode Supervisor mode

Lets Ring Supervisor mode and supervisor- off

related parameters be enabled and configured

by software
Restores the factory default settings and then suspends On On On or Off
operation

(1) RSLinx Classic software, Logix Designer application, or RSLogix 5000 software is required. Logix Designer application, version
21xxx or later, is required if your controller uses firmware revision 21.011 or later. RSLogix 5000 software, version 20.xx.xx or

earlier, is required if you controller uses firmware revision 20.xxx or earlier.

ETE
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2. Observe these guidelines when you use the DIP switches:

Out of the box, all three switches are in the Off position. In this state,
the tap is configured to be a non-supervisor ring node and responds to

the default IP address of 169.254.1.1.

If your application does not require access to the tap’s diagnostic
information or configuration, no further action is required.

Otherwise, use alternate DIP switch settings or use the software to
configure the tap.

When a switch is pushed to the left, it is in the Off position.
When a switch is pushed to the right, it is in the On position.

To use BOOTDP, move switch 1 to the On position and switch 2 to the
Off position.

To use DHCP, move switch 1 to the Off position and switch 2 to the
On position.

To enable Ring Supervisor mode with the current supervisor-related
g
parameters, move switch 3 to the On position.

To restore the factory default settings and suspend operation, move
both switch 1 and 2 to the On position.

When both switch 1 and 2 are in the On position, the position of
switch 3 is ignored.

When operation is suspended, the OK status indicator blinks red.

To resume normal operation, move the switches to the desired positions
and then cycle power to the tap.
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Internet Group Management The 1783-ETAP, 1783-ETAPIEF, and 1783-ETAP2F taps support two Internet

Protocol (IGMP)
Configuration Parameters

58

Group Management Protocol (IGMP) functions.
o IGMP Snooping - Enabled by default
o IGMP Querier - Disabled by default

You can use either Logix Designer application or RSLinx Classic software to
configure these parameters.

IGMP Snooping

This functionality is enabled by default in the 1783-ETAP, 1783-ETAP1F, and
1783-ETAP2F taps, and is commonly used to manage multicast traffic on the
network. When in use, this functionality lets the tap multicast data to those
devices and not to all devices connected to the network.

IMPORTANT For snooping to work, there must be a device present that is running a
querier. Typically, the device is a router or a switch, such as the
Stratix 6000™, Stratix 8000™, or Stratix 8300™ managed switch.

The graphic below shows a ControlLogix controller receiving multicast data
from I/O modules via a 1783-ETAP tap. The second ControlLogix controller
does not receive unwanted multicast traffic.

Figure 14 - IGMP Snooping

1756-L75 Controller
1756-EN2TR

7S

AT

| 1783-ETAP Tap

Data Transmission |
W\i@ It It
= =
1756-EN2TR 1756-L75 Controller
1756 1/0 Modules 1756-EN2TR
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IGMP Querier

This functionality is disabled by default. The IGMP Querier functionality
enables a 1783-ETAP, 1783-ETAPI1F, or 1783-ETAP2F tap or switch, suchasa
Stratix managed switch, to send out a query to all devices on the network to
determine what multicast addresses are of interest to a specific node or a group of
nodes.

IMPORTANT We recommend that you enable the IGMP Querier functionality for at least
one node on the network. The 1783-ETAP, 1783-ETAP1F, or 1783-ETAP2F
taps, managed switches, and routers are examples of devices that support
IGMP Querier functionality.

If you do not enable the IGMP Querier functionality for at least one node on
the network, multicast traffic on the network can eventually create
network performance issues.

However, for all devices that you configure on the network with the IGMP
Querier parameter enabled, you must also set an IP address other than the factory
default value for those devices. If multiple devices on the network enable this
functionality, the node with the lowest IP address becomes the active IGMP
Querier node.

IGMP Version

Complete the following tasks to access the Port Diagnostics tab.
o Logix Designer application, version 21.00.00 or later.
a. Double-click the device in the I/O Configuration.
b. On the Module Properties dialog box, click the Network tab.
c. Click Advanced.

7| Module Properties: Local_EN2TR (1783-ETAP 2.1)

General | Connection | Module Info | Intemet Protocal PonCormgu@
Network Topology: Ring

Network Status: MNormal

Active Ring Supervisor:  192.168.1.2
Active Supervisor
Precedence:

3
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d. Make configuration changes as necessary.

IMPORTANT  Ifyou enable IGMP Querier, you must select a Querier version. The
default version is 2.

Advanced Network Configuration (]
Network Tapology: Ring [Z1Enable IGMP Snooping
Active Ring Supervisor: 192.168.1.2 \GMP Querier
Active Supervisor 3 L
Precedence Ster Version
Supervisor Mode Disabled [T] Enable Device Port Debugging Mode
Supervisor Precedence: 0
Supervisor Status

Ring Parameters

Bescon Interval: 400

s
Beacon Tmeout 1960 g
Ring Protocol

VLAN ID: 0

=

¢ RSLinx Classic software, version 3.51.00 or later.
a. Browse the network.

b. Right-click the device and choose Module Configuration.

&) RSLin Classic Gateway - [RSWho - 1] ' =
@ File Edit View Communications Station DDE/OPC Security Window Help
2| & 518| ®lie| ¥

W Autckrowse [

Browsing - node 192 168.1.254 not found

B Workstation, NAUSMAYSHEQAMI 3 é g é i
&5 Linx Gateways, Ethernet
5% AB_ETHIP-L, Ethemet 1921681104 19216812 19216813 19216814 [FEIEGE
(&) @ 192.168.1.104, PanelView Plus 1000, PanelVie PaneNiew-. 1756-EN2T... 1734-AEN... 1756-EN2T.. -
f) 19216812, 1756-ENZTR, 1756-ENZTR/A S
[ 192.168.1.3, 1724-AENTR EtherNet/IP Adapte E=mis
f] 10216814, 1756-EN2TR, 1756-EN2TR/E ra—
J 19216816, 1783-ETAP, 1783-ETAP/A

9 7B_VBP-1, 1789-A17/A Virtual Chassis Driver Diagnostics
Configure Driver

Upload EDS file from device
Security.

Device Properties

< Medule (wnﬁg;é(mn :>

¢. On the Configuration dialog box, click the Network tab.
d. Click Advanced.

- S ~
AB_ETHIP-11192.168.1.6 1783-ETAP/A Configuration o 2
General | Port Configuration | Advanced Port Cunf\gumt@
Network Topology Ring Advanced..
Network Status: Nomal 4h—1
Active Ring Superviser. 192.168.1.2
Active Supervisor 5
Precedence:
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e. Make configuration changes as necessary.

IMPORTANT  Ifyou enable IGMP Querier, you must select a Querier version. The
default version is 2.

Advanced Network Configuration L] . X (S

agble IGMP Snaaing
i Wlierien

EE hiable
e esiors |Vesonz <]

Network Topology: Ring

Network Status: Nomal

Active Fling Supervisor. 192.1681.2

Active Supervisor 3 [ Enable Device Port Debugging Mode
Frecedence:

Superviser Mode Disabled

Supervisor Precedence: [0 [0-255)

Supervisar Status Nomal ting nade [supervisor not enabled]

Fing Parameters

Beacon|nterva a0
(icroseoonds)

Beacon Timeout:
mierosezonds) Y (400 - 500000
Beacon Timeout should be two times of Beacon Interval

Bing Protocal
s 0 0-4084)

Riing Parameters il aniy take effect when Supervisar Status
is Agitve.

(200 - 100000)

Device Port Debugging Mode This functionality is disabled by default. You can use Device Port Debugging

mode, which is similar to port mirroring, to monitor data received on the 1783-
ETAP, 1783-ETAPIEF, or 1783-ETAP2F tap’s two network ports over the device
port to a device, such as a personal computer running a protocol analyzer
application for advanced network debugging or analysis.

IMPORTANT We strongly recommend that you use this functionality when
troubleshooting the network only and not in normal network operation.

When device port debugging is used on a 1783-ETAP, 1783-ETAPIF, or 1783-
ETAP2F tap, the device connected to the 1783-ETAP tap’s front port receives all
of the data traversing the ring (both directions).
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When you use the Device Port Debugging mode functionality, you insert the
1783-ETAP, 1783-ETAPIF, or 1783-ETAP2F tap, with the network analyzer
connected to the device port, at the spot on the ring network where the node in
question is installed. The following graphic shows a 1783-ETAP tap inserted in
the network.

Figure 15 - Device Port Debugging Example Network

Workstation Analyzing ~ 1783-ETAP Tap With Device Port
Network Traffic Debugging Enabled

Break and
insert

Combined total network bandwidth of the traffic received on the two
1783-ETAP, 1783-ETAPIF, or 1783-ETAP2F tap’s ports connected to the
network must not exceed the tap’s device port capacity. The speed setting
determines the device port’s capacity.
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You can configure the device port on a 1783-ETAP, 1783-ETAPI1F, or
1783-ETAP2F tap to cither of the following speed settings:

e 100 Mbps - default setting
o 10 Mbps

If the bandwidth exceeds the capacity of the tap’s device port, some frames from
the ring are dropped before reaching the device port. These dropped frames do
not impact the traffic on the rest of the DLR network.

The device port setting determines how much network traffic the 1783-ETAP,
1783-ETAPIF, or 1783-ETAP2F tap can handle before dropping frames. The
circled section in the graphic below shows the Port Bufter Utilization. In this
example the value is zero because a ring fault exists on the network.

AB_ETH-1\10.88.80.81 17B3-ETAP/A Configuration

Ganelal] Port Cunliguralionl Advanced Port Configuration  Metwork

Metwork Topology: Ring
Hetwork Status: Ring Fault

Active Ring Supervisor: 10.88.80.81

Aclive Supervisor 150

Precedence:

¥ Enable Ring Supervisor

Ring Faults Detected: 2 Reset Counter

Supervisor Status: Active
Ring Fault Port Buffer Utilization
Last Active Node on Port 1: 10.88.80.212 Paort 1: 0%
Last Active Node on Port 2: 10.88.80.76 Port 2: 0z

=}
&

Werity Fault Location Device Port:

Refresh communication

Statuz:  Ring Fault

Ok | Cancel ‘ | Help |
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Rep'ace a Tap on the There can be times when you need to replace a 1783-ETAP, 1783-ETAP1F, or

Network 1783-ETAP2F tap on your network. In these instances, we recommend that you
use a tap that is set to factory default settings. If you are unsure of a replacement
tap's configuration, we recommend that you return the tap to its factory default
configuration.

The following example shows how to return a 1783-ETAP tap to its factory
default configuration. Complete these steps.

1. Power up the 1783-ETAP, 1783-ETAPIF, or 1783-ETAP2F tap with
switches 1 and 2 set to On and switch 3 to Off as shown below.

Switch 3

Switch 2

Switch 1

2. Power off the tap.

3. Adjust the switches back to necessary setting to set the IP address. For
more information on switch settings, see Use DIP Switches on page 56.

4. Power up the tap.
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Port Buffer Utilization When you monitor the Port Buffer Utilization values on a 1783-ETAP,
1783-ETAPI1F, or 1783-ETAP2F tap, you can monitor the following:

e Portl
o Port2

e Device Port

You can monitor these fields from the Network tab for a 1783-ETAP,
1783-ETAP1F, or 1783-ETAP2F tap, as shown in the screen shot below.

AB_ETH-1\10.88.80.81 1783-ETAP/A Configuration

General | Port Configuration | Advanced Port Configuation Network

Metwork Topology: Rirg
Metwork Status: Rling Fault

Active Ring Supervigor. 10.88.20.81

Adtive Supervisor W

Precedence:

[¥ Enahle Ring Supervisor

Ring Faults Detected: 2 Feset Counter

Supervisor Status Active
Ring Fault Port Buifer Utilization
Last Active Node on Port 1: 10.88.80.212 Pait 1:
Last Active Node on Port 2: 10.88.80.76 Port 2:

Werify Fault Location Device Part:

Status  Ring Faul

Refresh commuric ation

Ok

Cancel | | Help |

If the values for any of these fields exceed 90% consistently, we recommend that
you analyze and adjust your network design.

Do not use a single 1783-ETAP, 1783-ETAP1EF, or 1783-ETAP2F tap to connect
alarge number of nodes, for example, hundreds of nodes, on each port with a
large amount of traffic flowing through this single tap. Doing so significantly
impacts the tap’s ability to transmit the data between nodes.

We recommend the following:
o Use managed switches to connect a large number of devices.

e Do not use more than 50 nodes on a single DLR network.

For more information on topology recommendations, see Chapter S, Common
Network Topologies on page 67.
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Notes:
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Common Network Topologies

Multiple common network topology combinations are shown in this chapter.

Topic Page
Standalone Linear Networks 68
Standalone DLR Networks 69
Expanding Beyond Simple Linear or DLR Networks 70
Connecting to External Switches 70
Working with STP, RSTP, or MSTP 7
Working with Other Rings (Resilient Ethernet Protocol) 72
Connecting a Copper DLR Network to a Fiber DLR Network Via a Switch 73
Using ControlLogix Enhanced Redundancy with DLR Topology 74
Extending a DLR Network Across a Long Distance Via a Fiber Connection 75
Using a 1756-EN2TR ControlLogix EtherNet/IP Communication Module as a Supervisor Node | 76
on a Fiber DLR Network

This chapter shows a series of common topologies. Your use of these networks/
topologies is not limited to these examples.

For more information about EtherNet/IP topologies, sce Embedded Switch
Technology Reference Architectures, publication ENET-RMO003.
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Standalone Linear Networks The following graphics show example standalone linear networks. We

recommend that you do not use more than 50 nodes on a single linear network.

o Products used to construct a copper linear network

[ ]

i

e Products used to connect copper and fiber-optic sections of a
linear network

Connection to
fiber-optic
section of the
linear network
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Standalone DLR Networks The following graphics show standalone DLR networks. We recommend that

you do not use more than 50 nodes on a single DLR network.

o Products used to construct a copper DLR network

DLR Network with Copper Connections

DLR Network with Fiber-optic Connections
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Expanding Beyond S|mp|e This section shows complex example DLR topologies.

Linear or DLR Networks
Connecting to External Switches
In this example, the 1783-ETAP taps on the DLR network can be connected to
managed or unmanaged switches with star or linear topologies.
Make sure you segment your network properly and limit the traffic sent between
1783-ETARP taps. For example, limit the traffic from cell A to cell B.
To monitor how much of a 1783-ETAP tap’s port capacity, the network traffic is
using, check the Port Buffer Utilization values. For more information on Port
Buffer Utilization, see page 65.
CellA CellB
1756-L75 Stratix Stratix
1756-EN2T 2000™ 1738-AENT 1734-AENT 2000 1738-AENT
) B
@ ol B E.E Jee,[8e
— | I = H S 1 B b el
=l B . | g g A
= m 1783-ETAP
H f /\
DLR Network I
H :
1783-ETAP 1783-ETAP
B0 5
e B
1756-EN2T Stratix 1734-AENT 1734-AENT Stratix 1756-EN2T
2000 2000
Cell C CellD

70

Rockwell Automation Publication ENET-APOOSF-EN-P - October 2014



Common Network Topologies ~ Chapter 5

Working with STP, RSTP, or MSTP

In this example, the managed switches that are used must support Spanning Tree
Protocol (STP), Rapid Spanning Tree Protocol (RSTP) or Multiple Spanning
Tree Protocol (MSTP) and have the protocol enabled.

If a fault occurs on any of the redundant links between the managed switches, the
recovery time is dependent on the protocol being used on the managed switches.

1738-AENTR

CompactLogix DLR Network ) DLR Network CompactLogix
537012 1734-AENTR 537012
1783-ETAP 1783-ETAP
Stratix ‘ ‘ Stratix
8000 . Bl 8000
i A . o .
Stratix
Linear Network 8000 rmm—mo— - .
r Fel| st
| P tratix
g gl Er g® || 8000
2 = 5 1783-ETAP 9 1783-ETAP
1734-AENTR 1734-AENTR
CompactLogix ) CompactLogix
537012 DLR Network 1734-AENTR DLR Network 537012

1783-ETAP

Linear Network

1734-AENTR 1734-AENTR 1738-AENT Stratix 2000 1738-AENT
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Working with Other Rings (Resilient Ethernet Protocol)

If a fault occurs on a non-DLR ring network, the recovery time is
protocol-dependent.

1738-AENTR 1738-AENTR

Compactlogix DLR Network 1734-AENTRs DLR Network Compactlogix
537012 537012
1783-ETAP
Stratix Stratix
8000 8000
REP Network
Linear network Stratix o
8000 [ ] Stratix
8000
ik
Dg D” " 1| 1783-ETAP 1783-ETAP
1734-AENTR 1734-AENTR o
f. Stratix
2000 q734-pENT
O &l
DLR Network = ’ 1734-AENTRs DLR Network
1756-EN2TR
i
o
= 1783-ETAP
Linear network N

[ i

1734-AENTR 1734-AENTR
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Connecting a Copper DLR Network to a Fiber DLR Network via
a Switch

In the following example, a DLR network that uses copper media is connected to
a DLR network that uses fiber media via a managed switch.

1783-ETAP CompactLogix 5370 L1
1783-ETAP
D A
O =
Kinetix 6500 mj) Copper DLR Network
| PanelView Plus
B ® - M ™ =
=k 1783-6TAP A SLIALER LR LED
. =l lle eille et i
L8 8 Sl B
1738-AENTR
1734-AENTR
Stratix 8000

1783-ETAP2F 1783-ETAP2F

1756-EN2TR

1783-ETAP2F
1783-ETAP2F

Kinetix 6500 Fiber DLR Network

g

Ceg]
o

1734-AENTR 1783-ETAP2F 1783-ETAP2F  1738-AENTR

Rockwell Automation Publication ENET-APOOSF-EN-P - October 2014 73



Chapter5  Common Network Topologies

Using ControlLogix Enhanced Redundancy with DLR Topology

The following example shows ControlLogix Enhanced Redundancy used in
conjunction with DLR topology in the context of an overall
high-availability architecture.

Primary Server Secondary Server

Cisco Switch

Switch
Stratix 8000 Stratix 8000

r-—-— - ----»- - - - - - - - \-—--"----"=--"=-=-=- |

I 1756-EN2T 1756-EN2T I

| 1756-L75 1756-L75 |

1756-EN2TR 1756-EN2TR

| 1756-RM2 1756-RM2 |

[ [
ControlLogix I l
Enhanced | l
Redundancy | |
System

[ [

[ [

[ [

| A 1A A I

[ 1715-AENTR [

L (— — — — — e e e e e e e e e e e e e e e e e — .|
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Extending a DLR Network Across a Long Distance viaa
Fiber Connection

You can use fiber media to extend a DLR network across long distances, for
example, two networks in separate buildings.

The following example uses copper media for each section of the DLR network
in separate buildings and 1783-ETAPIF taps to extend the network across a
long distance.

Building A Building B

1783-ETAP  CompactLogix 5370 L3 1756-EN2TR Kinetix 5500

| 1783-ETAP1F 1783-ETAP1F

1783-ETAP

Kinetix 5500
[ h

PanelView Plus

o lig - 4
Al . = 1783-ETAPTF 1783-ETAPTF Al
1734-AEN 1738-AENTR 1734-AENT 1738-AENTR

Depending on the fiber cable you use, the distance between
1783-ETAPTF taps can be as much as 2 km (1.24 mi).

For more information on using fiber media to extend a DLR network across long
distances, see Fiber Optic Infrastructure Application Guide, publication

ENET-TDO003.
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Using a 1756-EN2TR ControlLogix EtherNet/IP Communication
Module as a Supervisor Node on a Fiber DLR Network

The following example shows how you use a 1756-EN2TR ControlLogix
EtherNet/IP communication module as the Active Supervisor node on a
primarily fiber DLR network.

i

1783-ETAPTF .
= 1756-L75
E 1756-EN2TR

|

/[

1783-ETAP1F

1783-ETAP2F Copper connections

Kinetix 6500 |y Primarily Fiber DLR Network

PanelView Plus

Ele==N=T"]

(I N e
(i}
i}

1734-AENTR 1783-ETAP2F 1783-ETAP2F  1738-AENTR
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Network Usage Guidelines and
Recommendations

Consider the guidelines and recommendations in the following table.

Guideline/Recommendation

Explanation

Use fewer than 50 nodes on a single DLR network.

If your application requires more than 50 nodes, we
recommend that you break the nodes into separate, but
linked, DLR networks.

If you use more than 50 nodes on a single DLR netwaork, consider the following:
«Your network has a greater chance of multiple faults occurring on the network.
+ Network recovery times from faulted DLR network are higher.

Do not configure a supervisor on a linear network.

If your linear network includes non-DLR nodes and has a supervisor-enabled node on the network, it can impact
communication to non-DLR devices connected to the linear network.

If you must connect a device that is running at 10 Mbps to
aDLR or linear network, do so through a 1783-ETAP, 1783-
ETAP1F, or 1783-ETAP2F tap device port.

The 1783-ETAP, 1783-ETAP1F, and 1783-ETAP2F taps can operate at 100 Mbps on the DLR network; this is the optimal
speed for a network. If you connect a 10 Mbps device directly to the network, instead of through a tap, the linear or DLR
network traffic slows to 10 Mbps.

Additionally, if the 10 Mbps device is connected to the network without a 1783-ETAP tap, network recovery times are
significantly impacted.

Configure multiple supervisor nodes per ring.

If your DLR network has one supervisor only, and the supervisor experiences a fault, none of the other nodes become the
active supervisor. In this case, the network becomes a linear network until the fault is corrected and the DLR network
restored.

Another reason to configure multiple supervisor nodes is that if you need to replace an active supervisor node with an
out-of-hox replacement, the new device is not enabled as a supervisor (by default) and there is no supervisor on the
network.

Connect switches to a DLR network via 1783-ETAP, 1783-
ETAPTF, or 1783-ETAP2F taps.

If switches are connected to the DLR network without the use of a 1783-ETAP, 1783-ETAP1F, or 1783-ETAP2F tap, the
network can experience unpredictable behavior and network performance is unknown.

Run all nodes on the DLR network at 100 Mbps and in
Full-duplex mode.

These configuration values provide the best performance for your network.
Additionally, we recommend the following:

» Use auto-negotiate for all nodes on the DLR network.
+ Do not use auto-negotiate on one node and then force speed on the next node linked to it.
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Guideline/Recommendation

Explanation

In a linear network, the number of nodes to use is
application specific, based on the considerations
described in the next box.

When determining the number of nodes to use on a linear network, consider the following:

« Thereis a delay per node as information is transmitted to each successive node used on the network.
- The typical delay on a linear network with 100 m copper segments between nodes is 30 p1S.
- Thetypical delay on a linear network with 2 kM fiber-optic segments between nodes is 40 pS.

The greater the number of nodes on the network, the longer the total time for information to be transmitted across
the entire network.

IMPORTANT The total time for information to be transmitted across the entire network, and its
effect on how many nodes to use on a linear network, is related to the Requested
Packet Interval (RPI).

We recommend that you verify that the total time to transmit information from the
first node to the last node on the network is less than the RPI. Make sure the network
is not loaded beyond 80% of capacity.

You can estimate total delay for a linear network by multiplying the number of nodes
by 30 s for copper and 40 pis for fiber cable. We suggest that you allow a 20%
margin for media variability. For example, if your network RPlis 5 ms and uses copper
cable, then the maximum number of nodes would be 5000us/30us = 165,

less 20% = 132 nodes.

« Thesingle point of failure possibility is greater with each additional connection.
« Troubleshooting the network can be more difficult with a higher number of nodes.

Do not physically close a DLR network without a
supervisor configured on the network.

ADLR network without a supervisor node results in a network storm.

If you do close the DLR network without a supervisor configured, break the ring and configure at least one supervisor
before physically reconnecting the network.

IMPORTANT  Youcan use the DIP switches on a 1783-ETAP tap to configure it to function as a supervisor at
power-up. This allows you to physically close a powered DLR network before programming the
devices on the network.

For more information on how to use the 1783-ETAP DIP switches, see Use DIP Switches on
page 56.

Use the default values for the following:
« Beacon Interval

+ Beacon Timeout

+ Ring Protocol VLAN ID

(Changing the default values for the parameters Beacon Interval, Beacon Timeout and Ring Protocol VLAN ID, can result in
unpredictable network behavior and negatively impacted network performance.

The default values are optimized for a network with the following configuration:

« 50 or fewer nodes are on the network.

+ Al nodes are operating at 100 Mbps and full-duplex mode.

+ Atleast 50% of the network traffic bandwidth being EtherNet/IP traffic

If you think you need to change the values of the Beacon Interval, Beacon Timeout or Ring Protocol VLAN ID, for example,
if any node on ring is not operating at 100 Mbps and full-duplex mode, we recommend that you first call Rockwell
Automation technical support.
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Network Recovery Performance

When you measure your network’s performance while dealing with fault
conditions, we recommend that you consider the network recovery time.
Network recovery is the time for all of the following to take place:

1. The supervisor node recognizes that a fault exists on the network.

2. The supervisor node reconfigures the network appropriately because of

the fault.

3. The supervisor node communicates to the network nodes that a fault
condition exists.

4. The network nodes reconfigure themselves appropriately because of

the fault.

With the default beacon interval value of 400 uS and beacon timeout value of
1960 pS, the worst-case time for network recovery times are:

e 2890 pS for a copper DLR network. This recovery time is based on 100
m copper segments between nodes on the network.

o 3140 pS for a fiber-optic DLR network. This recovery time is based on
2 kM fiber-optic cable segments between nodes on the network.

When considering the values listed above, keep in mind:

- Recovery time can actually occur faster than the times listed.

— The recovery times listed above assume that your network’s nodes are
operating at 100 Mbps speed and full-duplex mode. We recommend
that your nodes generally operate in this mode for DLR networks.

- Ifother node conditions exist, such as a node operating at 10 Mbps full-
duplex, or 10/100 Mbps half-duplex, the recovery times vary from the
times listed above.

If this is the case for your application, you need to change the beacon
interval and beacon timeout. If you think you need to change these
parameters, we recommend that you first call Rockwell Automation
technical support.

— The value assumes that the majority of the traffic on your network is
EtherNet/IP traffic.
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Notes:
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Appendix C

History of Changes

Cha nges to the Manual This manual has been revised multiple times to include updated information.
This appendix briefly summarizes changes that have been made with previous
revisions of this manual.

IMPORTANT  This appendix does not list the changes that have been implemented with this
revision of the publication.

For a list of changes made in this revision of the publication, see Summary of
Changes on page 3.

Reference this appendix if you need information to determine what changes have
been made across multiple revisions. This is especially useful if you are deciding
to upgrade your hardware or software based on information added with previous
revisions of this manual.

This table lists the publication revision, publication date, and changes made with
the revision.

Publication Revision and Date Topic

ENET-APOOSE-EN-P, August 2013 «Introduction of Studio 5000 Environment

« Listing of new products that use embedded switch technology

+ Listing of additional features that are common to products
that use embedded switch technology

« Description of how to use a ControlLogix Enhanced
Redundancy System with a Device-level ring (DLR) topology

« Description of Restart_Sign_0n Service

+ Updated description of 1783 ETAP taps

» Additional common DLR network topologies

« Introduction of History of Changes appendix

ENET-APO05D-EN-P, August 2011 Provided the most accurate and common topologies currently
available with a DLR application.
ENET-AP005C-EN-P, May 2010

ENET-AP005B-EN-P, January 2010 + Introduction of new EtherNet/IP taps

» Features common to products with embedded switch
technology

« Listing of the product firmware revisions that are
compatible with the following software:
- RSLogix 5000 software, version 17.01, AOPs
- RSLinx Classic software

+ Additional information on how to monitor a DLR network
+ Using a 1783-ETAP1F tap in a standalone linear network
« Using a 1783-ETAP2F tap in a standalone DLR network

+ Other non-DLR redundant media topologies

« New delay values for linear networks

+ New network recovery values
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Notes:
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